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Motivation

« COTS MC cannot be used for predictable

real-time tasks (/DATE 2013], [CODESS 2007],
[CODESS 2011], [ESL 2009])
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» Conflicting goals between predictability and
performance
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 Unbounded WCET for COTS MC (JRTAS 2014])
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« COTS MC details are proprietary
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Main contributions

* We investigate whether we can reverse-engineer
properties of the MC

- Latency based analysis to understand DRAM
memory accesses

- Elicit worst-case and best-case bounds on access
latencies for different DRAM memory access patterns

- Develop inference rules to infer properties of MC
using worst-case and best-case latency bounds

- Validate inference rules on a set of commonly used
DRAM MC configurations using a full system
simulator
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Background: DRAM architecture
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Background: DRAM MC architecture

Page policies
* Open-page policy
< * Close-page policy

CPU DRAM MC DRAM memory module
Rank Banks
CPU Virtual \ ,-1 7
Addres DRAM ' 1
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Address /|| 2-D arrangement
Physical Address Command Command Commands . f d
MMU ——— o |..(_ ; of rows an
Address Translation Generator +| Bank qlm nel Arbiter > : T 1
\ : . ) columns
| Baﬂk ql]ﬂue n l:‘:l:l:l:l:l:l \\Acﬁvate TOW
IO t&:w row-buffer
ow-buffer

Active row 1n
row-buffer

y _ <
:Agdreis mapping schemes ¢, mand arbitration schemes
aseline  First-come-First-serve (FCFS/FIFQO)
» <chn, rw, rnk, bnk, col> - Round-Robin (RR)

e <chn, rnk, bnk, col, row> gy _
» XOR bank interleaving First-Ready FCFS (FR-FCFS)
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Background: Timing constraints

Write request pr, accessing DRAM

i 1——» Arrival time-stamp
. tRCD _ _ tWL _
Pl [RAS]] WeASP]  : [ PRE, | c g
tRAS - omman
Pr, < : > > Bus
Access latency _tBUS if}MRj
> Data, [+ Data Bus
ll 1
0 Finish time-stamp Time
Parameter | Description
tCL Min time between CAS and data * RAS : Row access St_rObe command
(tWLARL) | transfer « WCASP : Column write command
tRCD RAS to CAS constraint to bring data with auto-precharge
into row-buffer  PRE : Precharge command
tBUS Time to transfer data on the bus
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Latency analysis

Satisfy cond, and cond, for achieving best-case access latency for pr,.

pr A"‘ tRCD > < tCL pr, and pr, access different banks
1RAS] CAS]
(Condb condg CASY] Command

pl'2 << }RASZ I ——— )CAS . > nm

. tBUS

-

[ Data, ] Data Bus

0 >
Time
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Latency analysis

Case 1 : pr, arrives after cond, is satisfied i.e ! )21,

B tRC!D > < tCL >
Pry RAS, : [CAS,| :
. < cond ’_’ - condo > Command

pr, RAS2 CAS)| Bus
: : : tBUS
- A [ Data, l Data, ] Data Bus
Lty > 1o
— | >

0 et Time

o =iMAX(cond;, conds)
‘<

la
‘12

Best case access latency of pr, : /.

2
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Latency analysis

Case 2 : pr, arrives before cond, is satisfied i.e ! <1,

- tRC!D S < tCL >

Pri RAS, : CAS]] :

pr » condl }’ < COﬂdQ > > Command

2 i IRASZ CAS)| : Bus
fy — tol : 1 tBUS
*‘—’"- [ Data, l Data, | Data Bus
to « {2 E , -
0 ] Time

-€

to : MAX(cond,, conds)

1b
2

Access latency of pr, : [)°=(7,—¢,)+1*

. la
Worst-case access latency of pr,: 7 +/,
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Latency bounds

: Notation Cycles
 Latency bounds for consecutive reads Ny y oL
C
. 17 71
Iy, Ig @MBK T T I7
diff rk ~ _ —~ b2/(32 tRCD + tCL
OP: diffcl | : OP: diff rw
5 5 — 5 — b tRCD + tCL + tBUS +
b1 bz b3 b4 bs be Cycles 4 tRTRS
_ b./c tRP + tRCD + tCL
 Latency bounds for write then read >0
To. 112 Is, 111 b6 tRC + tRCD + tCL
o c, b, + tRTRS
diff rk
= ot c tRCD + tCL + tWL +
OP: diff cl | : diff rw 4 tBUS + tWTR
CP: same bk
: ; I : C tRCD + tWL + tBUS +
1 Ca 3 1 Ca e > 6 | tWR + tRP + tRCD + tCL
Cycles
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Reverse-engineering MC: Intuition

Example : How to infer page-policy implemented by MC?

\ v
In open-page policy, successive In close-page policy,
read requests targeting same successive read requests
open row in row-buffer do not targeting same open row in
activate row-buffer row-buffer activate row-buffer
I, I Qiffbkl 1 1
20 Tdiffrk | 1or L
OP: diffcl | : OP: diff rw
\ . CP: same bk
: 5 L 4 =
b1 ba | b3|b4 bs be Cycles

Different latency ranges for open and close-page policies
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Experimental Framework

Core specifications |3 GHz, 5 stages out-of-order pipeline, 256-entry reorder buffer
Cache specifications |1 I-cache: 4 KB, 8-way 8-set, 64B line size

L1 D-cache: 16 KB, 4-way 64-set, 64B line size

L2 D-cache: 32 KB, 8-way 64-set, 64B line size

Physically indexed and tagged, write-back, write-allocate caches

DRAM specifications|Single channel, 1600 MHz DDR3, 64-bit data bus
BL=8, 2 ranks, 8 banks per rank, 16 KB row-buffer size

Parameter MC A MC B MC C
Address mapping scheme (ehn,rw,cl, Tk, bk) (chn,rk, rw, bk, cl) (ehn, Tk, rw, cl, bk)
Page-policy Close-Page Open-Page Adaptive Open-Page
Arbitration Scheme Round-Robin FR-FCFS FIFO

Assumption : Monitoring probes at MC to time-stamp start and finish times of requests

w UNIVERSITY OF
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Benchmark Setup

Procedure StepA (bitPos, iterations, cacheHierarchy)

Let la; and las be logical addresses where

las = flipBit(lay, bitPos).

Let R1, R2, and R3 be physical registers such that R1

= Ial and R2 = 3{12.

Let tests = [load(R3, [R1]), insertNOPs().

load(R3, [R2]), insertNOPs()]

while ¢ < iterations do
genCacheEvictAccesses(la,, cache Hierarchy),
genCacheEvictAccesses(las, cache Hierarchy),
insertNOPs();

runTest(testsg):
end

Anirudh M. Kaushik, RTAS 2015, Seattle

unsigned int iter = 0;
while(iter < 10000) {

/'l Cache evictions
asmvol atile(“novl %ax, offset (% bx));

asmvol atile(“novl %ax, offset (% bx));
asmvol atile(“novl %ax, offset (%cx));
asmvol atile(“nmvl %ax, offset (%cx));
asmvol atile(“novl %ax, offset (% dx));
asmvol atile(“nmvl %ax, offset (% dx));
asmvolatile(“nop”); x Atines

/'l Reverse-engi neering requests
asmvolatile(“nmovl (% bx), %ax);
asmvolatile(“nop”); x B tines
asmvolatile(“nmovl (% cx), %ax);
asmvolatile(“nop”); x Ctines

I ter++;

%@ WATERLOO
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Benchmark Setup

unsigned int iter = 0;
while(iter < 10000) {
/'l Cache evictions

T [1] 0 0 .
Procedure StepA (bitPos, iterations, cacheHierarchy) asmvolatile("movl Y%ax, offset (%bx));

asmvol atile(“novl %ax, offset (% bx));

Let la; and las be logical addresses where asm vol atile(*movl %ax, offset (% cx)):

las = flipBit(lay, bitPos).

Let R1, R2, and R3 be physical registers such that R1 asm vol at ! e i} movl %eax, offset (%cx));

= la; and R2 = las. asmvol atile(“novl %ax, offset (% dx));

Let tests = [load(R3, [R1]). insertNOPs(), asmvol atile(“nmvl %ax, offset (% dx));

load(R3, [R2]). insertNOPs()] asmvol atile(“nop”); x A times

while 7 < iterations do _ _
genCacheEvictAccesses(la,, cacheHierarchy); /'l Revler;s_el- engl nelerl (r;gbr equoe/st S
genCacheEvictAccesses(lay, cacheHierarchy): ggm 3& gt H gg ) Hg\é,,) ( o )é) G nggx) !
insertNOPs(): asmvol atile(“mvl (%cx), %ax);
runTest(tests): asm vol atile(“nop”); x C tinmes

end iter++;

}
» Large number of iterations to extract stable access latencies

w UNIVERSITY OF
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Benchmark Setup

unsigned int iter = 0;
while(iter < 10000) {

[/ Cache evictions

1] 0 0 .
Procedure stepA (bitPos, iterations, cacheHierarchy) asmvolatiTe( movl ¥eax, oftset, (7 bx));

asmvol atile(“novl %ax, offset (% bx));

Let la; and las be logical addresses where asm vol atile(*movl %ax, offset (% cx)):

las = flipBit(lay, bitPos).

Let R1, R2, and R3 be physical registers such that R1 asm vol at il e( movl %eax, offset (% cx));

= la; and R2 = las. asmvol atile(“novl %ax, offset (% dx));

Let tests = [load(R3, [R1]). insertNOPs(), /4 asmvol atile(“nmovl %ax, offset (%dx));
load(R3, [R2]). insertNOPs()] asmvolatile("nop”); x Atines

while 7 < iterations do . :
genCacheEvictAccesses(lay, cache Hierarchy); /'l Reverse-engi neering requests

) H [11 0 0 .
genCacheEvictAccesses(las. cacheHierarchy): ggrmn xg: g: : : SE ) 28\6,',) (% f(b)é) G r{ggx) !

insertNOPs(); asmvol atile(“novl (% cx), %ax);
runTest(tests); asmvol atile(“nop”); x Ctines
end i ter++;
}

« Cache evictions to evict reverse-engineering requests from MC
 Details about the cache hierarchy known apriori or inferred
« Cache hierarchy details can be reverse-engineered using [RTAS 2013]

w UNIVERSITY OF
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Benchmark Setup

unsigned int iter = 0;
whil e(iter < 10000) {
/'l Cache evictions

asmvol atile(“novl %ax, offset (% bx));

Procedure stepA (bitPos, iterations, cacheHierarchy) . _
Let la; and Iap be logical addresses where asm vol atile(*movl %eax, offset (%bx));
Iag—-hthqu bit Pos) asmvol atile(“movl %ax, offset (%cx));
Let R1, R2, and R3 be physical registers such that R1 asm vol at ! le("movl Y%ax, offset (%cx));
= la; and R2 = las. asmvol atile(“novl %ax, offset (% dx));
Let tests = [load(R3, [R1])] insertNOPs(), asmvol atile("movl %ax, offset (%dx)),

load(R3, [R2]).LinsertNOPs()] asmvolatile(“nop”); x Atimes
while ¢ < iterations do _ ,
genCacheEvictAccesses(lay, cache Hierarchy); {d é mR\e/\éle;fiG[ g?glrrggler '( (r;?b;)equoe/;;)s() _
qenGijcothV|IGMGcesses(Eag, cacheHierarchy); AsSm Vol ati Te(™hop™)"—X B )
Insert sO: asmvol ati i e movl_ (W CX), v&ax),
runlesi(tests); asmvolatile(“nop”); X C tinmes
end rter++,

}
 NOPs inserted to vary arrival time of requests to MC

» Key to achieving best-case and worst-case access latencies
 NOPs inserted to flush memory buffers of previous requests
* |terative approach to determining number of NOP instructions

w UNIVERSITY OF
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Benchmark Setup

Procedure stepA (bitPos, iterations, cacheHierarchy)

Let la; and las be logical addresses where

las = flipBit(lay, bitPos).

Let R1, R2, and R3 be physical registers such that R1

= Ial and R2 = 3{12.

Let tests = [load(R3, [R1]), insertNOPs().

load(R3, [R2]), insertNOPs()]

while ¢ < iterations do
genCacheEvictAccesses(la,, cache Hierarchy),
genCacheEvictAccesses(las, cache Hierarchy),
insertNOPs():

unsigned int iter = 0;
while(iter < 10000) {
/'l Cache evictions
asm vol atil e(“novl

asmvol atil e(“novl
asmvol atil e(“novl
asmvol atil e(“novl
asmvol atil e(“novl
asmvol atil e(“novl
asmvol atil e(“nop”);

Yeax,
Yeax,
Yeax,
Yeax,

of f set (% bx));
of fset (% bx));
of fset (% cx));
of fset (%cx));
Y%eax, offset (% dx));
Y%eax, offset (% dx));
X A tinmes

/| Reverse-enqgi neeri ng requests

runTest(testsg):

ena

asmvolatile(“nmovl (% bx), %ax);

asmvolatile(“nop”); x B tines

asmvolatile(“nmovl (% cx), %ax);
Prasmvol atile(“nop”); x C tines

Iter++;

» Data hazard inserted to avoid instruction reordering for OoO pipeline
 RAW hazard on register eax for inferring bank and rank bits
« WAW hazard on register eax for inferring rest of the properties

Anirudh M. Kaushik, RTAS 2015, Seattle

gg WATERLOO
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Reverse-engineering MC

* 3-step process
- Step 1: Reverse-engineer page-policy
- Step 2: Reverse-engineer address mapping scheme

- Step 3: Reverse-engineer command arbitration
scheme

w UNIVERSITY OF
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Reverse-engineering MC:
Open/Close-page policy (Step 1)

Observation : Two non-overlapping ranges for consecutive read requests.

Iy, Ig dfftbK 1. T, I Notation  Cycles
diff rk e~ b 10
OP: diffcl | : OP: diff rw !
. CP: same bk b, 20
3 =7 5 —> | b 25
by ba| 0304 b5 be :
Cycles b5 30

Methodology : test : Read [addr,] NOP() Read [addr,]
Execute test, for PW times with addr, = flipBit(addr , i)

Inference rules : ([ )3i€[0, PW —1]:b,<I,<bs= Close— page policy
(1,)3i€[0,PW —1]:b,<l,<b,= Open— page policy
(1,)Vi€[0,PW —1]:l,=b,= Close— page policy

w UNIVERSITY OF
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Results: Inferring Open/Close page-
policy

Anirudh M. Kaushik, RTAS 2015, Seattle

T
o fest _sof tasti 1
A oY ic o
$ 5 Close-page policy S50
o
0 -
Q40 X 2« Open-page policy
= s
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:-2[.[ ?20 :[2 - -
c
« 10 il%'qu—-—-—-—-—Il
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sol téstl =

A

2.5 ’()p n-page policy

g 40
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Reverse-engineering MC:
Adaptive Open-page policy

Observation : Row-buffer keeps row open for a longer time when successive requests

target different columns to the same row, and vice-versa when successive requests
target different rows to the same bank.

Iy, Ig 9ffRK 1. 1.4 I Notation | Cycles
diff rk o~ b 20
OP: diffcl | : OP: diff rw 2
. CP: same bk b, 30
: : .o : : )
bl b2 b3 b4 b5 bG Cycles

Methodology : test : Execute two sequences of requests

Sequence, : Target different rows to same bank and rank

Read [ adc_lr1 ] NOP  Read[addr,] @ NOP  Read[addr ]
Sequence, :Target different columns to same rank, bank, and row
Read [ adc_irnﬂ ] NOP Read[addr . ] NOP Read[addr, ]

Inference rule :
(1,)3ke[l,n], je[n+1,2n]:(1,<bs)A(l,<b,)= Adaptive Open— page policy
Anirudh M. Kaushik, RTAS 2015, Seattle % WAHEES&ICEE)



Results: Inferring Adaptive Open-
page policy

Latency (DRAM cycles).

100
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70
60
50
40
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0

Request #.

MCC
T | | | | | | | | | |
S Different rows to the same rank and bank +
- Difflgrent columns to the same rank, bank, and row o
+
+u
O

i Sequence,

JJlJJlJlJJlJlJJllIJlIJlIllIllllIlllllllllI“:.: gLt Lt -' } _ﬂﬂ I“ “I “ I“ “ “ H”““”HHHHHHH“

/k<b5 . 7 1 i
<D

0 20 40 60 80 100 120 140 16D 1§0 200 220 240 260
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Reverse-engineering MC: Address
mapping for Open-page policy (Step 2)

Observation : Minimum latency for requests targeting open row in row-buffer and maximum
latency for requests targeting different rows to the same bank and rank.

: Notation Cycles
Iy, Ie SPK T I I7 4
diff rk e~ b, 10
OP: diff cl L OP: diff rw
: . CP: same bk b, 20
: 5 : ; —— b, 30
|b1 b2| b3 b4 b5 bg Cycles b, 4

Methodology : test, : Read [ addr,] NOP() Read [addr,]
Execute test, for PW times with addr, = flipBit(addr ., i)

Inference rules : (] )V i€[0, PW —1]:b,<I,<b,=iis column bit
(1,)Vi€[0,PW —1]:b.<I,<b,=iisrow bit

W UNIVERSITY OF
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Results: Inferring column and row
bits for Open-page policy

= n
350 3 50
s Column bits s >olumn bits
S Q 40 A
s /4 Ie s ﬁ Ig
<30 [ } = 30 . .
= =
>\20 - ——n 1| 2&+. M
E Isg 5 . g Ig *
] [0 ) oll I 1 =

=1q | . s 510 . ow bits

067 8 910711213141576 1718 192021222324 2526 2728 2930 067 8 91011121314 1516 1718 1920 21 22 23 24 2526 27 28 29 30

Address bits | Address bits
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Reverse-engineering MC: Address
mapping for Open-page policy (Step 2)

Observation : Shared data bus for banks in a rank. Switching delay to change bus direction
from write to read and vice-versa. Switching overhead when changing between ranks.

I97 I12 187 Ill
i, Notation | Cycles
diff bk ;
diffrk c, 20
OP: diff cl OP: diff rw C, 24
CP: same bk
: : . Sagme : ) C4 54
C C cslcalc C
1 2 3| C4| Cs 6 Cycles

Methodology : test,: Write [ addr,] NOP() Read [addr,]
Execute test, for PW times with addr, = flipBit(addr ., i)
Inference rules :

(1,)Vi€[0, PW —1]:(iis not column bit) N c,<Il,<c,)=iis bank bit
(1,)Vi€[0,PW —1]:(iisnot column bank bit ) A\(c,<I,<c,)=1iis rank bit

W UNIVERSITY OF
Anirudh M. Kaushik, RTAS 2015, Seattle @ WATERLOO
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Results: Inferring rank and bank bits
for Open-page policy

MC B MCC

test! « B K1 tést! &

60 | [ ] n L n
E test? 4 S ‘;;60 test? |
550 ank bit B 50 ank bits
S T S B4 Rank bit
40 I7 a0l I7
= 4 | A & 4] s | | A A 4 A K
Q =]
529 R N r 5.20.—.—- [
g 18| |5 Ig|
3 S

GE 06 7 8 9101112131415161718 192021222324 2526 27 28 29 3(

7 8 9101112131415161718192021 22232425262?’282930'

Address bits Address bits

More bits than number of banks inferred as bank bits for MC B
=> XOR bank interleaving
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Reverse-engineering MC: Command

arbitration schemes (Step 3)
test4 Input : - - - - and - target same bank and different rows

targets different bank
Round-Robin FR-FCFS FCFS

Bank 1 :-Q _ [s]a] [ [e]A]
Bank 2 [c] [c] [c]

Output: @ - - - - - -

w UNIVERSITY OF
Anirudh M. Kaushik, RTAS 2015, Seattle WATERLOO
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Reverse-engineering MC: Command

arbitration schemes (Step 3)
test4 Input : - - - - and - target same bank and different rows

targets different bank
Round-Robin FR-FCFS FCFS

Bank 1 :-Q :- :-

[c]
Output: @ - - - - - -

test5 Input : - - - - and - target same bank and row

targets same bank but different row
Round-Robin FR-FCFS FCFS

o HEE EEED HmE
UNIVERSITY OF

Anirudh M. Kaushik, RTAS 2015, Seattle WATERLOO



DRAM cycles

Results: Inferring command

arbitration schemes

MC A: Executing test, on Round-Robin

253500

253400

253300 o
.

253200““‘;“‘l‘=‘ll

253100

253000
1234567 8 9101112131415161718

Request #

253395
253385
253375
253365
253355

253345 ¢

253335

253325 m

253315
253305
253295
253285

1

2

M Entry time-stamp ¢ Exit time-stamp
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DRAM cycles

Results: Inferring command

arbitration schemes

261500
261400
261300
261200 ¢
261100 m
261000

260900
1

MC B: Executing test, on FR-FCFS

. i‘iiﬁ
'S L 4
gnbbidnni

234567 8 9101112131415161718
Request #

261435
261425
261415
261405
261395

261385 ¢

261375
261365
261355
261345
261335
261325
261315
261305

1

2

B Entry time-stamp ¢ Exit time-stamp
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DRAM cycles

Results: Inferring command

arbitration schemes

MC C: Executing test, and test, on FCFS/FIFO

252800

252700

2500 seee?
0000

25240 g i fAEEEEEEEEEEN

252300

252200

252100

12345678 9101112131415161718
Request #

252720
252700
252680
252660
252640 ¢
252620
252600
252580
252560
252540 g
252520
252500
252480
252460
252440

1

2

B Entry time-stamp ¢ Exit time-stamp
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Summary of MC properties

* Address mapping schemes

v Baseline

v XOR bank interleaving
* Page policies

v Open-Page

v Close-Page

v Adaptive Open-Page
* Arbitration schemes

v FCFS/FIFO

v Round-Robin

v FR-FCFS
v FR-FCFS threshold

w UNIVERSITY OF
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Conclusion and future work

* Shown that we can reverse-engineer some key
properties of common MC configurations using
latency based analysis

* Future work include
- Extending analysis to include more MC properties

- Applying inference rules and methodology on real
hardware platforms

w UNIVERSITY OF
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Thank youl!
Questions?
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Related work

* Measurement based analysis

- Inferring cache hierarchy details

* Performance counters : Abel and Reineke [2013], Dongarra et al. [2004], John and Baumgartl
[2007].
* Latency based analysis : Yotov et al. [2005], Wong et al. [2010], Thomborson and Yu [2000].

- Inferring DRAM MC details
* Some properties of address mapping scheme : Yun et al. [2014], Park et al. [2013]

* Hardware customizations to DRAM MC

- For achieving predictability
* Conservative open-page by Goosens et al. [2013], Private banks by Reineke et al. [2011],
Predictable command arbitration schemes by Akesson et al. [2007]
- For achieving performance
* XOR bank interleaving by Zhang et al. [2000], FR-FCFS scheduling by Rixner et al. [2000]

« Software customizations

- @ievmg predictability > Potential future work

- For achieving performance

* Random page allocator by Park et al. [2013], Improving row-buffer hits for irregular applications
Ding et al. [2014]
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Background : Timing constraints

Read request pr,following write request pr, accessing DRAM

A< tRC > pr, and pr, access same bank
<tRP "
Pl [RAS]] [WCASF ] to IPRE;]
A { tRCD > < tRL Command
pr; pr2 has to wait until N G— [RAS;] [RCASP,] | Bus
constraints are satisfied
[ Data, a3, | Data Bus
< : I
0 !
Time
Parameter | Description * RAS : Row access strobe command
tRP Min time between PRE and following ) R_CASP : Column read command
RAS command with auto-precharge
tRC Minimum time between two RAS * PRE : Precharge command
commands to same bank

RTAS 2015, Seattle

UNIVERSITY OF
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Latency analysis

Worst-case access latency : Maximum access latency for a memory request
Best-case access latency : Minimum access latency for a memory request

< tRCD > < tCL >
Pl RAS, CAS,] ;
: Command
Pr> : > Bus
: tBUS
- >
| Data, | Data Bus
0 >
Time
UNIVERSITY OF
RTAS 2015, Seattle Anirudh M. Kaushik %

2 WATERLOO
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Latency analysis : Example

* Open/Close-page policy, different banks, read followed by write request

A
e tRCD < tRL .
Pl'RAS; : [RCAS] :
tRRD _: i tBUS + tRTW 5 Command
pra= RAs] § ”[WeAs) > Bus
< | Data, | Data, | Data Bus
t,< t : ,>= te : >
0 t="Thax(tRRD,tBUS+RTW) ., i Time
-€ 2 >
< >

Best-case access latency 1'2 : tRCD + tWL
Worst-case access latency [, : max(tRRD, tBUS +tRTW) + tRCD + tWL

%} WATERLOO
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Latency analysis

Combining Case 1 and Case 2 :

< tRCD > < tCL .
Pl RAS] CAS]] E
 condy condy : Command
Pr> RAS2 CAS)| : Bus
ty — tof g  tBUS
[ Data, l Data, | Data Bus
to < 1o it2 > to
o >
o =t MAX(cond,, conds) Time
5-.( l1:11::.5 >
< AL 2 >

Latency of pr, at any given arrival time t, : /,=MAX ({,—¢,0)+1,’
when 7,=MAX (cond, cond,)

%} WATERLOO
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Proof Strategy : Examples

» Close-page policy, same bank/rank, read followed by write/read request

— IRC
A<—=ep RP_:
Pl [RAS, [RCASF] [PRE] |
RAS < RTP tRCD Command '
Pry=< ; > 5m;|—’|rspz| Bus 12 . tRP + tRCD + tCL
« R — fCL fBUS
\,\I Data, | Data, | Data Bus
t2< t ft\.t '|'_2>= "IL 1 A
5 e > [, :1,+tRCD + tCL
t= mgx(tRCD+tRTP+tRP,tRC) Time
< 15 >

» Close/Open-page policy, different banks, read followed by write request

' tRCD - tRL -
Pr[RAS; ’ " [RCAS] T '
. tRRD _ { tBUS + (RTW__ _ > command 1> : tRCD + tCL
Pr RAS] [WCAS;] Bus
e : IBUS + tRTW
) re A
\ > [ Data, | Dafa, | Data Bus .
2 . '2—2. )
0 t="max(tRRD tBUS+tRTW) . Time w UNIVERSITY OF
- o ; @ WATE R LOO
L RTASZ045Seattle e 42




Latency analysis : Summary

Latency Equation | Configuration | Reference to
- Different Ranks to = tBUS + tRTRS
WORST _ 2
L2 = t2 +LRCD +1CL Different Banks and RR/WW t = MAX(tRRD, tBUS)
IBEST _ speD 4 1OL Different Banks and RW to = MAX(tRRD,tBUS + tRTW)
2 - + Different Banks WR ity = MAX(tRRD,iWL +tBUS+ tWTR)
13 O = 5 +tCL . -
IZEEST —CL OP: Different Columns and RR/WW tas =tRCD +tBUS
I —
WORST _ &
5253531 _;V;?L_'_ tWL OP: Different Columns and RW to =tRCD + tBUS + tRTW
L —
1VORST — 5 + tRL , A
|BEST _ ;b OP: Different Columns and WR to =tRCD +tWL+tBUS+tWTR
. —
1y 9" =3 + tRP+ tRCD + tCL OP: Different Rows and RR/RW ts = MAX(tRAS,tRCD + tRTP)
IPEST = tRP + tRCD + tCL OP: Different Rows and WW/WR ty = MAX(tRRD,tRCD + tWL +tBUS + tWTR)
137 ORST — 5 + tRCD + tCL CP: Same Bank and Rank and RR/RW ta = MAX(tRC,tRCD + tRTP + tRP)
1BEST — tRCD +tCL CP: Same Bank and Rank and WW/WR | {2 = MAX(tRC,tRCD +tWL 4 tBUS +tWR+ itRP)

%,@ WATERLOO
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Reverse-engineering MC: Address
mapping for Close-page policy

Observation : Highlighted access range is unique for close-page policy and moreover for
row/column bits.

I, Io 0K 1 1]
) diff rk 1,410 7
OP: diffcl | OP: diff rw
: . CP: same bk
: I : )
b bz Dbabs__ bs Do coores

Methodology : test. : Read [addr,] NOP() Read [addr,]
Execute test, for PW times with addr, = flipBit(addr ., i)

Inference rules : (1,)Vi€[0,PW —1]:b,<l,<b.=iisrow\ column bit

%@ WATERLOO
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Results

GD_téSH T Bo_tésﬁ‘ =
™ test? 4 ‘J; test2 A
Q@ %50
o 50
2 &
2 -olumn bits 3 Row and column bits
S 401 I7 =40-1I10
s |4 4 Ala 4 4 4 4o 4 a4 ]:6 s [+ _4 4]
< 30 T e e T e B e e e 2 R | LY
=} a} I11 I3
g Iy, [T5 1 I8 115
— ) H |
Row bits
0 10111213141516 1718192021 222324252627 2829 30 06 7 8 9101112131415161718192021222324252627 28 29 30
Address bits Address bits
Bo_féS” II
o test2 4
950 Column bit
&
40 I7 116
N S S S N N S o P [la 4 4] IG
§30 II—I—I—I—I—H—I—I—I—I—I—
Q
20 . B - - H
2 12,/[T5 g
[u] -
& ' OW |Fs
06 7 8 91011121314151617181920212223242526272829 30
Address bits
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Reverse-engineering MC: Address
mapping for Close-page policy

Observation : Shared data bus for banks in a rank. Switching delay to change bus direction
from write to read and vice-versa. Switching overhead changing between ranks.

Iga I12 -[89 Ill
diff bk
diff rk :
OP: diff cl OP: diff rw
CP: same bk
: : : : : i >
C C Cc3| c4l C C
1 2 3 41 €5 6 Cycles

Methodology : test, : Write [ addr,] NOP() Read [addr,]
Execute test, for PW times with addr, = flipBit(addr_, i)

Inference rules : |
(1,,)Vi€[0,PW —1]:(iisnot column\ row bit)A(c,<l,<c,)=iis bank bit
(1,,)Vi€[0,PW —1]:(iis not column , row V bank bit) A (c,<l,<c,)

zllsrankblt UNIVERSITY OF
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Results

GD_téSH T Bo_tésﬁ‘ =
™ test? 4 E test2 A
Q . = .
2,50 ank bits &0 ank bits
Quol{Ig] — ™ STE 1{‘+ V
S [4 4 AlR 4 a4 4 4 4 4 ]6 s [4 4 4]
5 30 ; 530
=} a} I1)a I3
U ! |
8, 2. 15 A 2
© | #—a—a—8—8 = =i - 4] L
- F{anlf bit - IR:ka bit
0 10111213141516 1718192021 222324252627 2829 30 06 7 8 9101112131415161718192021222324252627 28 29 30
Address bits Address bits
60 L féS” II
o test2 4 .
350 n it
° \d
40 I7{ I16
R S N S N N S o P [la 4 4] IG
§30 H—I—I—I—I—I—I—I—I—I—I—
< |
6,20 . B - - %
izt \RCEas
s'q ! F. k bit
06 7 8 91011121314151617181920212223242526272829 30
Address bits
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Reverse-engineering MC: XOR
Address mapping scheme

Observation : XOR address mapping scheme performs XOR operation on row bits with bank
bits to convert requests targeting different rows, same banks to different banks. Hence more
bits will appear to be bank bits when executing test..

Methodology : test, : Read [ addr,] NOP() Read [addr,]
Execute test, for PW times with addr, = flipBit(addr ., i)

Inference rules : ([,,)Vi€[0, PW —1]:inferred bank bits > actual bank bits

= XOR address mapping scheme

%,@ WATERLOO
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Results

60 fest! RN
fest? a
50
40 I7 I
A A A A A A A A A’A A A% I6

J

I2, Is Ig

Latency (DRAM MC cycles)
w
o

f

0

6 7 8 9 1011121314151617 18192021 222324 2526272829 30
Address bits
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Reverse-engineering MC: FR-FCFS
threshold depth

Observation : Some implementations of FR-FCFS limit the number of requests targeting
an open row in the row-buffer that can be reordered and prioritized to avoid starving other
requests. Once threshold is satisfied, precharge command is executed to close the row in
row-buffer.

Iy, Ig dfteK 1 T4 I
diff rk |~~~ o~
OP: diff cl L OP: diff rw
: . CP: same bk
: N : 3

Methodology : Execute a sequence of requests that target same row, bank, and rank.

Read [addr,] NOP Read[addr,] @ NOP  Read[ addr ]

Inferencerules:  3/,:/,>b,

%@ WATERLOO
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Results

1

234567 891011121314151617181920

S & e S O S

ks Reverse-engineering DRAM access (load) i}

J

>

S 25 Requests encpuntering
> L —___|_anidle fow}buffer
< T o

a T T

2 15

=

8

3

BB & E B B Ban B R Ban R R R B N

Request #.

RTAS 2015, Seattle
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Hardware considerations for reverse-
engineering MC
v Single-core/requestor architecture with memory

buffers
* Load-store buffers or store buffers for accumulating

requests to MC
v Multi-core/multi-requestor architecture

* Shared MC between multiple cores/requestors

* Simultaneous requests from multiple cores/requestors
accumulate requests to MC

w UNIVERSITY OF
RTAS 2015, Seattle Anirudh M. Kaushik 4@\ WATERLOO
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Hardware considerations for reverse-
engineering MC

v Qut-of-Order Pipeline architecture
* Re-order buffer aids in accumulating requests to MC

v Multi-core/multi-requestor architecture

* Shared MC between multiple cores/requestors
* Simultaneous requests from multiple cores/requestors

accumulate requests to MC
* In-Order Pipeline architecture
~ Stalls on every memory access
v Load-store buffer or store buffer

%@ WATERLOO
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